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Source: http://msmvps.com/blogs/spywaresucks

Figure 8

Also, in Google groups, there are many ways of pushing malware. In Figure 9, notice 51,900 entries for
the key words “free porn” in a 24-hour period at the end of July. These are not all necessarily real
pornography sites. Many are fake sites pushing malware, as shown in this specific example.
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Endpoint Technology

Administrators are frustrated with their existing endpoint solutions, with software that is slow, full of bugs,
and difficult to manage. In addition to hogging resources, this software allows threats to infiltrate an
organization, with poor remediation.

Existing antivirus engines are often cobbled together from acquisitions and licensed technologies they
have acquired over the years. Keep in mind that the antivirus industry began about 20 years ago and has
evolved to the point where antivirus companies are making an extraordinary amount of money. These
companies have a “feature race” mentality: they constantly add more features to sell more subscriptions
and win reviews.

Some products can be unusable in many cases. Products have firewalls. Some have antispyware,
antivirus, and often anti-rootkit and anti-keylogger functionality. Some have technology that scans every
URL it encounters or prefetching technology that determines the safety of URLs. There are anti-phishing
filters. All these products can be very cumbersome, which is part of the problem.

The Industry Needs to Change

The industry is in need of change that would require completely new technology and a new business
practice. This requires an entirely new way of looking at the technology and the business itself. With
regard to technology, administrators want products that are fast, light on resources, stable, and robust.
Make the management console robust. Products need to stop malware. Administrators have a lot of
frustration about the practices of the existing security business. Pricing is a major issue for many
companies, especially when they see high-priced renewal notices from the larger vendors. Pricing needs
to be fair.

Everyone is familiar with the problem of calling for support and then getting routed to a call center in
another part of the world. This is very frustrating for everyone, yet businesses still continue to propagate
the idea that support can be outsourced or sent offshore. Off-shore support is no problem as long as the
caller and the support center are located in the same country. However, it becomes a serious problem
when the customer is located in the United States and that customer’s call is rerouted to a call center
somewhere on the other side of the planet. Companies in the U.S. need fast, trustworthy, U.S.-based
support. Customers need to be able to speak to a real person who understands their problems.

IVR systems also cause problems. Everyone can relate to getting lost in a phone tree, meaning they have
to navigate through prompts to press number after number. A better policy is for a support center to have
its employees pick up the phone. It is important not to take customers for granted. When organizations
are dealing with security or a real threat that can take down a business, it is critical that support centers
be available for their customers.

What Is VIPRE Enterprise?

VIPRE Enterprise is a high-performance, proactive, endpoint security solution. It replaces antivirus and
antispyware products. It has a completely new agent and combines antivirus, antispyware, and anti-
rootkit technologies. These technologies are seamless and tightly integrated. VIPRE Enterprise provides
powerful protection against today’s most relevant, highly complex threats. It provides a field-tested
administrative console for central management.

The following background explains how VIPRE Enterprise was originally developed. Sunbelt Software
launched a product called Counterspy in 2004, which was very successful. The company realized that at
some point it would be necessary to go to integrated endpoint security. As a result, the company
considered creating its own antivirus technology. One step was to hire Joe Wells, who is very well known
as one of the early antivirus pioneers. But that was going to take a lot of time, so Sunbelt Software looked
at licensing third-party engines. The company then put a third-party engine together and prototyped it, but
decided not to send it to customers. By doing what other companies had done, Sunbelt Software had
followed an ineffective path that led to a terrible solution. Instead of cobbling together too much or having
one large engine, Sunbelt Software decided to start fresh. This meant creating an antivirus engine, which
is a very complex process. For example, it is necessary to build an entire X86 simulation subsystem to
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